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As the world enters into the fourth industrial revolution, it has become increasingly 

important for governments to transition fully into the digital process of service 

delivery and in the light of this, there have been more and more investments in 

Digital Technology Systems (DTSs). However, with the continuous investment and 

procurement of DTSs, it has become necessary to assess how these technologies 

drive the economy of a nation and it affects the rights of citizens. It is in line with 

this that this study aims to understand the government's procurement of digital 

technology systems such as artificial intelligence, facial recognition, and digital 

identity in Nigeria.

The study was carried out in four (4) Area Councils in the Federal Capital Territory, 

Abuja with the deployment of mixed method research design - quantitative 

(survey), qualitative (Key Informant Interviews (KIIs), and the review of literature. A 

total of three hundred and fifty (350) survey responses were collected and nine (9) 

interviews were conducted with three (3) Ministries, Departments, and Agencies 

(MDAs), four (4) Civil Society Organizations (CSOs), one (1) digital and policy expert, 

and one (1) investigative journalist. The survey was collected using the KoBo 

Toolbox and analyzed with Microsoft Excel and SPSS data analysis software.

This report examines the Nigerian citizens' awareness of the procurement and 

investment of DTSs by the government and how the use of DTSs affect the human 

rights and privacy of citizens. It assesses the procurement methods and processes 

used, the laws that guide DTSs procurement, as well as the laws put in place to 

guide the use of digital technologies. It also assesses how open the Nigerian 

government is in the budgeting and procurement of DTSs. The report also looks at 

the types of DTSs that are procured, the purpose for the procurement of these 

technologies, the government MDAs that are responsible for the use and 

management of DTSs, as well as the source of funding for the digital technologies. 

Findings from the research show that the most procured and used DTSs in Nigeria 

is the biometrics and facial recognition technology and many citizens are not 

aware of the procurement of these technologies and the procurement DTSs are 

not always open. Findings also reveal that there are laws that relate to the use of 

DTSs but these laws are not comprehensive enough, hence they cannot fully 

protect the rights and privacy of citizens. To this end, it is recommended that the 

government should make the procurement of DTSs more open and to ensure that 

the public is made aware of the purpose and need of DTSs. Finally, the existing laws 

should be amended to accommodate the procurement and use of DTSs and a 

unified identity database should be established as well as an independent 

regulator to prevent the abuse and misuse of data collected by DTSs.

Executive Summary
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Over the years, the Nigerian government has been investing in Digital Technology 

Systems (DTSs) to promote good governance, improve government processes like 

procurement, and ease government bureaucracies. In the recent past, these 

investments have led to the development of a National Digital Economy Policy and 

Strategy. As the world continues to change and in the wake of the COVID-19 

pandemic, it has become more and more important for countries to invest in 

digital technology. 

Investing in digital technology can improve the digital economy of a nation, 

improve business efficiency especially for entrepreneurs, and aid in the overall 

development of the nation. For Nigeria, such investments can improve systems-

wide transparency but the multidimensional impact can be stalled if the 

investments are not responsive to public perception, needs, and contextual 

constraints.

1. Introduction

1.1   Study aim and objectives/Research questions

The aim of this study is to understand the government's procurement of digital 

technology systems such as artificial intelligence, facial recognition, and digital 

identity  in three African countries: Nigeria, Liberia, and Uganda.

The objectives of this study include;

Assess on how 

informed the Nigerian 

public is on the 

progress made 

towards DTSs and the 

relevance of digital 

technologies in 

Nigeria.

Assess on how the 

government's activities 

of DTSs – design, 

procurements, 

launches, rollout, and 

management – affect 

the rights of the 

Nigerian public.

Assess on how the 

needs and preferences 

of the Nigerian public 

help improve procured 

technologies and 

processes by which 

they are procured.
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With the growth of the Information Technology industry, there has been massive 

research and development in IT products which has given rise to technologies that 

have further improved the lives of the people. These technologies have continued 

to shape the industry across many sectors, thus generating massive data feed into 

analytics to understand consumer behaviour. Governments around the world 

have in the last decade, adopted the use of technology to provide effective and 

efficient service delivery to citizens and partners.

The Nigerian Government has also been engaged in procuring some of these 

technologies in a bid to improve governance and create an inclusive environment. 

However, it is possible that the procurement processes for these technologies are 

not transparent because this information does not seem to be publicized, and the 

citizens have little or no knowledge of these technologies. Also, reports indicate 

that the government uses these technologies to spy and conduct surveillance on 

citizens, thereby infringing on their right to privacy and protection of personal 

information. This however, calls for an assessment of the government's 

procurement and use of digital technology systems in its attempt to ensure 

inclusive, effective, and efficient governance.

11
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2.  COUNTRY CONTEXT

2.1  Trajectory and Proliferation of Digital 

      Technology Systems in Nigeria 

The adoption of technology in Nigeria's public service started in the early 2000's 

when the Independent National Election Commission (INEC) started Information 

and Communications Technology (ICT) upgrades with the introduction of Optical 

Mark Recognition (OMR) technology for voter registration. However, the register 

produced from this exercise and used for the 2003 elections was discarded 

because of the huge number of exceptions that resulted from forms that had not 

been properly completed. But in 2006, INEC developed a concept of electronic 

voting system which included an electronic voter register, electronic voting 

machines, electronic voter authentication and electronic transmission of results 

with biometric technologies to capture voter thumbprints and photographs. The 

biometric technologies are now used for the voter register and voter 

authentication. 

In 2010, two months, before the commencement of the registration for the 2011 

elections, contracts to supply 132,000 Direct Data Capture Machines (DDCMs) 

were awarded to three vendors at a total cost of USD 234 million, and the open-

source voter registration (Open VR) software was built with the use of opensource 

technologies, and the biometric image software suite developed by the National 

Institute of Standards and Technology was used for the comparison and analysis of 

biometric data. In 2015, INEC introduced the permanent voter cards (PVCs) and 

smart card readers (SCRs) to optimize the process of the voter register and printed 

a total of 73.5 million initial cards at a total cost of USD 31.8 million.

In 2014 and 2015, a country-wide biometric system was implemented for 23 

Nigerian banks and for the Central Bank of Nigeria (CBN) as a way of identifying 

bank customers by means of fingerprints and face recognition before opening or 

accessing a bank account. Under this system, every bank account owner received 

an individual number called the Bank Verification Number (BVN). The objective of 

the BVN was to use biometric information as a means of first identifying and 

verifying all individuals that have account(s) in any Nigerian bank and 

consequently, as a means of authenticating customer's identity at the point of 

transactions.

13



In November 2020, the Nigerian Communications Commission (NCC) issued a 

directive for all citizens using a SIM card to validate their registration by linking 

their SIM cards with their National Identification Numbers (NINs). Since this 

directive was made public, over 51 million citizens have registered and collected 

their NINs and over 3,800 enrolment centres have been made available across the 

country. The NIN is now also being linked with international passport issuance and 

replacement.

2.2.  Literature Review 

In Nigeria today, technologies such as biometrics, facial recognition, and CCTV 

cameras are being adopted for various use such as voter registration, national 

identity registration/ management, driver's license, security management, and so 

on. 

Between 2015-2020, research shows that there have been budgetary allocations to 

surveillance systems which is being reflected in the federal budget, and in 2018 

allocated 4.6 billion naira ($12.8 million) to Stravinsky Project 2. It is believed that 

this project which falls under the purview of the Office of the National Security 

Adviser (ONSA) is meant for new surveillance technology. There were several other 

budgetary allocations to ONSA and the Department Security Services (DSS) which 

were intended to increase their surveillance capabilities and Government officials 

frequently emphasized that new technology to fight the Boko Haram terrorist 

group is necessary. The 2019 and 2020 budget proposals revealed that projects 

such as the Stravinsky Project 2 were still ongoing and received an allocation of 4 

billion naira ($11.1 million) in the 2019 proposal. The DSS budget allocated 990.6 

million naira ($2.7 million) for a social media mining suite and 199.8 million naira 

($555,000) for a “surveillance drone with precism camera $ISMI payload 

capabilities.” The drone's “$IMSI payload capabilities'' may refer to International 

Mobile Subscriber Identity-Catchers (IMSI), a telephone eavesdropping device 

used to intercept mobile phone traffic and track the location data of mobile phone 

users. The 2020 proposal also allocated 3.1 billion naira ($8.7 million) for a 

“Counterterrorism Center (All Eye Project).”
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Many journalists have long suspected that they are being surveilled by the state. 

However, in 2017, the federal government denied monitoring calls and social 

media posts. But, the NCC stated during a March 2018 event that “the Office of the 

National Security Adviser has a direct link to the NCC's SIM registration database in 

order to monitor and apprehend criminals in the country.”

As the use of digital technology in various sectors of the economy continues to 

grow, one of the legal issues that arise is how these technologies impact citizens' 

privacy. According to statistics by the International Telecommunications Union 

(ITU), internet penetration in Nigeria is 27%, the percentage of households with 

internet access is 17%, fixed broadband subscription is 0.04% and active mobile 

subscription is 19.9%. Several laws have been enacted in order to protect the rights 

of citizens online. Laws such as the Digital Rights and Freedom Bill (2016) which 

seek to guarantee the fundamental privacy rights of citizens and define the legal 

framework regarding surveillance; promote the freedoms of expression, assembly 

and association online; outline the provisions of lawful and authorized interception 

of communication within the digital environment without sacrificing the freedom 

and constitutional rights of citizens; guarantee the application of human rights 

within the digital environment; provide sufficient safeguards against abuse online 

and provide opportunity for redress; and equip the judiciary with the necessary 

legal framework to protect human rights online.

15



16



3.  METHODOLOGY

3.1  Study design

This study adopted an exploratory and mixed methods research design. 

Qualitative and quantitative data was collected for triangulation from varied 

secondary and primary sources on the procurement and use of Digital Technology 

Systems (DTSs) in Nigeria. The study combined a review of grey and published 

literature and news articles with key informant interviews and a citizen's survey. 

Study areas and Population

This study adopted an exploratory and mixed methods research design. 

Qualitative and quantitative data was collected for triangulation from varied 

secondary and primary sources on the procurement and use of Digital 

Technology Systems (DTSs) in Nigeria. The study combined a review of grey 

and published literature and news articles with key informant interviews and 

a citizen's survey. 

 Sample size (qualitative and survey)

A total of 350 responses were collected for both online and offline surveys and 

nine (9) key informants were interviewed.

 Methods of data collection 

Quantitative data was collected through survey method using the KoBo 

Toolbox. Four (4) Civil Society Organizations (CSOs) with expertise on national 

budgeting, digital technology, and digital law, a digital rights and policy 

expert, an investigative journalist, and directors of three (3) MDAs – Ministry of 

Communications and Digital Economy, Ministry of Science and Technology, 

and Bureau of Public Procurement – were interviewed with the use of a 

research questionnaire agreed-upon by the research team and adapted to 

suite the country's context.

1.  https://www.britannica.com/place/Abuja-national-capital-Nigeria 
2.  https://worldpopulationreview.com/world-cities/abuja-population 
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Published literature documents, articles, and online news stories were reviewed. 

The categories of literature reviewed includes legal frameworks applicable to the 

use of DTSs in Nigeria, digital rights/privacy, and the use of DTSs in Nigeria. 

 Filing of Information Requests

Information requests were sent to 11 MDAs and the following were requested;

1. 2018 - 2020 Procurement plans

2. Lists of contracts awarded within 2018-2020 by your Agency on Digital 

Technology Systems (DTSs) such as software, biometrics technologies, 

facial recognition technologies, CCTV.

3. Copies of regulations governing the procurement and use of DTSs

4. Bid evaluation reports for 2018 - 2020

5. Performance reports for 2018 - 2020

6. Any payment reports/information for 2018 - 2020

7. List of DTSs that have been procured between 2018 - 2020.

8. Any audit reports for 2018 -2020

Three (3) MDAs responded to the request within the statutory timeframe, 

however, the information requested is yet to be received from these MDAs.

Data Analysis

Survey data collected was analyzed using Microsoft Excel and SPSS data 

analysis software while the Key Informant Interviews (KIIs) were synthesized 

using Nvivo data analysis software to develop the research findings.

 Ethical Considerations

While carrying out the research, we ensured that the research processes 

strictly adhered to the research design discussed. Due consents were taken 

from the respondents before administering the surveys and key informant 

interviews. 

The respondents' participation in the research was completely voluntary and 

anonymous and in the cases of interview recordings, permission was granted 

before proceeding. The information on the interview recordings did not 
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include the participants' names and contact addresses and the data collected 

were not shared with any third party other than the researchers. After the study 

report has been finalized, the interview recordings will be discarded and the 

transcripts will be kept safely for future references.

 Study limitations and lessons learnt

Poor responses from the MDAs

Twelve (12) MDAs were contacted for the interviews but only three (3) were 

responsive and granted interviews to the researcher irrespective of the 

extensive visits to and contacts with the MDAs. Letters of requests for 

interviews were also sent to the MDAs but only three (3) responded to the 

requests.

Survey limitations

The survey was able to reach a total of 350 respondents (226 offline and 124 

online) as against the initial sample size of 700 (200 offline and 500 online). 

This is because the feedback from the respondents suggested that the 

questions are excessive for a survey and people are skeptical about filling 

online forms due to the dangers of data sharing.

Limitations with the literature review

During the desk research, it was revealed that there is limitation in accessing 

published and scientific literature, and/or news information concerning the 

procurement and use of DTSs in Nigeria

19
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4.  STUDY FINDINGS 

4.1  International/National Legal Frameworks on 

       Procurement and use of DTS

Internationally, there is the United Nations Conference on Trade and Development 

(UNCTAD) Framework for Information and Communications Technology (ICT) 

Policy Reviews. This framework, according to a CSO KII respondent conducts 

national assessments of strategies and infrastructure around digital technology 

systems. A policy expert (KII) stated that:

“Apart from the fact that when systems are to be put in place, they are 

advertised openly, like every other government procurement and they 

are assessed to how effective they have been, people do end-user 

assessment. Organizations like the World Bank for instance, do 

assessments and evaluations of the technologies that they funded and 

I think as an example, they found out that the majority of the projects 

that they funded did not meet the expected outcomes and 

deliverables and they tended to overrun in cost and time. So, people do 

evaluations of what they procure all the time. Just like when they 

evaluate when they do any sort of procurements; did it arrive on time, 

did it meet the objectives for which it was procured, are customers 

happy with it? That's what happens as far as I know”.

Nationally, there are no special laws for the procurement and use of DTSs and the 

existing national laws are used during such processes. However, the National 

Information Technology Development (NITDA) has a guideline called the Nigeria 

Data Protection Regulation (NDPR) which speaks to the registration of ICT service 

providers and contractors for the delivery of ICT services to MDAs. 

According to a KII respondent, 

“the guideline speaks mostly to planning and tendering around DTSs in MDAs. 

But it doesn't speak to implementation. That is the closest thing I know that we 

have in Nigeria”.

21



Another key informant remarked that the NDPR 

“…was adapted for Nigeria from the normal global data privacy guidelines… and is 

supposed to help institutions that deal with data, especially personal data, to 

address issues around rights”.

4.2  Perspectives of Key Stakeholders on 

        Procurement and Deployment of DTS

 Knowledge of procurement and use of DTS in the country

The procurement and use of digital technologies in Nigeria have been in existence 

for over a decade. Although the adoption of technology has not been a swift 

process, it has become increasingly necessary for the MDAs to be more efficient in 

the delivery of their mandates. To enhance the quality of the Nigerian 

government's service delivery, government MDAs began to shift from the paper-

based process to the digital process. The technology mostly procured and used in 

Nigeria is the biometrics technology. Most of the government's projects that affect 

the lives of citizens have been driven by biometrics technology. As confirmed by a 

KII respondent (digital expert);

“There have been quite a lot of movements particularly in trying to use 

these technologies to battle corruption and to enhance security. So, a 

lot of the early payroll automation systems relied a lot on biometrics 

capture. The Integrated Personnel and Payroll Information System 

(IPPIS) that runs the government's payroll for instance, relies on 

biometrics capture as does registration for driver's license, national 

identity card, voters register, sim cards for mobile phones, and so on…”

A CSO (KII) respondent noted that the use of biometric technology has helped the 

banking and finance industry;

“…. Looking at how well it has helped the financial technology industry, 

how well it has helped the banking and finance industry, at the 

minimum level of innovation, we are having in the banks, the BVN and 

NIN are being used to verify KYC. It is reducing the cost of verification. 

As a customer of the economic services, there has been some 

improvement. I can use my BVN to conduct banking transactions. 

They are creating some economic effects”.
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 Procurement of DTSs as part of national expenditure frameworks

Because of the growing demand for Nigerian citizens to register for their National 

Identification Numbers (NINs) and voter's card, the government's technology 

investment has been geared towards the National Identification Management 

System through biometric and facial recognition technologies which is being 

integrated with every other identification databases in the country such as the 

voter's register, the BVN, the Immigration Service, the driver's license, and the 

telecommunications companies, 

“to make sure that people are not registering to vote twice or that when 

they register for a sim card, you know who it is so that that sim card is not 

used to perpetuate kidnapping or terrorism”. – KII respondent. 

Another respondent confirmed that with the procurement of these technologies, 

Nigeria is heading towards a centralized database;

“What NIMC is doing is to make sure that every Nigerian is registered into 

the NIN portal. Now you notice that if you want to do your international 

passport, register for your voter's card and anything that has to do with 

data collection at any point, you need your NIN and that is where we are 

heading. We are heading towards a centralized database.”

Also, to ensure that there is no duplication in the civil service payroll, the 

government introduced the Integrated Personnel and Payroll Information System 

(IPPIS), as confirmed by a KII responded, “in 2006/2007, and is continuously being 

invested in to improve the system… to ensure that people are not claiming double 

salaries…”

 Purposes and circumstances for which DTS are procured

Digital technologies are procured for different purposes aimed at improving the 

quality of government's service delivery and enhancing MDAs capacity to deliver 

on their mandates. Key findings indicate that digital technologies are procured 

primarily for the following purposes;
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CITIZEN

IDENTIFICATION

MANAGEMENT

 INFORMATION AND 

DATA MANAGEMENT
 VOTER REGISTRATION/ 

ELECTION MANAGEMENT

 FINANCIAL

MANAGEMENT
 HUMAN RESOURCE/

STAFF MANAGEMENT

 PROCUREMENT

MANAGEMENT

 E-GOVERNANCE  FRAUD

MANAGEMENT

 SURVEILLANCE, 

SAFETY, AND SECURITY

 Government MDAS procuring and using DTSs

MDAs whose core functions depend on increased accuracy of citizen identity are 

procuring DTSs. MDAs such as; 

NIMC The National Identification Management Commission (NIMC) 

is tasked with the responsibility of national identity

FRSC The Federal Road Safety Corps (FRSC) ensures the registration 

of driver's license

NIS  The Nigerian Immigration Service (NIS) is tasked with the 

registration of international passports

INEC  The Independent National Electoral Commission (INEC) is

tasked with voter registration
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CAC  The Corporate Affairs Commission (CAC) procures DTS used for 

business registration, 

NCC  The Nigeria Communications Commission (NCC)

FMHASD Federal Ministry of Humanitarian Affairs and Social 

Development (FMHASD

Security agencies such as the following are tasked with ensuring national security;

NSA  The National Security Adviser (NSA)

The Nigerian Army

NSCDC The Nigeria Security and Civil Defence Corps (NSCDC)

NIA  The National Intelligence Agency (NIA)

DSS  The Department of State Services (DSS)

NPF The Nigeria Police Force

In the private sector, telecommunications companies also make use of DTS to 

register the sim cards of citizens which is now being linked to the NIN of every 

citizen.

 Types of DTSs procured and used by MDAs

DTSs such as biometrics and facial recognition technologies are increasingly being 

procured and used for registration for citizens' NINs as well as voter registration. 

The IPPIS, through biometrics technology, is being used for government payroll in 

the Nigerian Civil Service. This system was introduced in order to know the identity 

of workers in the government payroll by linking it with the Bank Verification 

Number (BVN) of each civil servant, thereby exposing duplicate records in the 

payroll known as 'ghost workers'. The Nigeria Internal Security and Public Safety 

Alert System (NISPSAS) is part of Federal Government efforts to provide adequate 

and prompt response to emergency and safety of lives and properties. It has a 

Mobile Application dashboard for the public to report Fire, Crime, Medical and 

Accident distresses. The Nigeria Security and Civil Defence Corps (NSCDC) also 

developed a new technology called the Integrated Electronic Arrest Reporting 

System (I-EARS) used to make a compilation of information on all forms of crime. 

Both the NISPSAS and I-EARS are used by NSCDC. Other systems such as the 

Electronic Document Management Systems (EDMS) was introduced as a 
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response to the COVID-19 pandemic in order to transition the government from 

analogue to digital processes, and the Government Integrated Financial 

Management Information Systems (GIFMIS) is being used for budgeting purposes 

and other financial processes of the government.

4.3  Procurement processes and Methods

Every MDA in Nigeria follows the procurement process as stated in the 

Procurement Act (2007). Whatever is intended to be procured is included in the 

yearly budget and at the beginning of the year, the procurement plans are 

developed by every department in every MDA. Procurement Planning 

Committees are set up in each MDA to review the procurement plans and conduct 

a market survey of the prices and availability of the items and/or services to be 

procured. Depending on the monetary threshold, the items and/or services are 

either advertised, sent to the Ministerial Tenders Board, or to the Federal Executive 

Council (FEC) for further review and approval.

The default method of procurement is open competition and other methods of 

procurement, depending on the kind of project, are selective tendering, snow 

sourcing, open tendering, and restricted tendering or direct procurement.

All MDAs have a procurement department that guides the process of 

procurement along with the Procurement Planning Committees and Technical 

Evaluation Sub-Committees which are formed during the procurement planning 

stage. For the procurement of DTSs, technical experts are invited to be part of the 

procurement planning committee as confirmed by a KII respondent who stated 

that;

“In the Tenders Board, there is a technical evaluation sub-committee 

that does technical evaluation. The composition of the Tenders Board 

includes the chief executive/ accounting officer/Chairman, heads of 

departments as members, and a subject matter expert whether within 

or outside the organization. Even the procurement planning committee 

is made up of accounting officer/chief executive, legal department, 

finance and account, Planning, Research, and Statistics (PRS) 

department, user department, procurement department, and subject 

matter expert”.

For MDAs that do not have ICT departments, they rely on the Planning, Research, 

and Statistics (PRS) Department in the MDAs which have some of the functions of 

ICT, in this case, technology decisions are made by non-technical persons within 

the MDAs and when this happens, there can be errors in the specifications of the 

technology to be procured or in the criteria for contractors.
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 Openness in the procurement of DTSs

According to section 25 of the Public Procurement Act (2007), for a national project 

(National Open Competitive Bidding), advertisement is published in two (2) 

newspapers (national dailies), the Federal Tenders Journal, and the website of the 

MDA, for not less than 6 weeks. And for international competitions, advertisement 

is published in two (2) local newspapers, the Tenders Journal, international 

publications, and the MDA's website.

As confirmed by an MDA KII respondent;

“It is very open. It is advertised as stipulated in the Procurement Act. 

Whatever is a flaw in the Procurement Act will be the flaw in our 

procurement process because that is the law that guides every 

government entity in procurement”.

Contrarily as observed, the procurement process is not always open and this 

depends on the kind of service or item that is being procured as well considering 

the availability of competent service providers, Furthermore, another KII 

respondent informed that;

“The advertisement for procurement is based on varying conditions. One 

of the conditions is that. If there are competent companies that can do 

that, then there will be advertisement and the competition is very clear. So, 

I think it is open but not very open”. 

At the end of the bidding process, the bids are open and they go through the 

technical and financial evaluation before the contract is awarded and 

implemented. A KII respondent noted that; 

“Only those that pass through the technical evaluation will move into the 

financial evaluation, and after that, we come up with a winner and we have 

different methods of selecting a winner. For open competition, when we 

advertise, the winner should be that bidder with the highest evaluated 

responsive bid (the responsive bid with the lowest price to get value for 

money). Then after that, we award the contract and start implementation”.

On the suppliers of DTSs, data analyzed from the Nigeria Open Contracting Portal 

(NOCOPO) between a three-year period (2018-2020) indicate that ICST solutions, 

an American firm, has primarily been the biggest beneficiary of DTS contracts. The 

majority of the suppliers are either unknown or international.
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 Compliance with the set Legal procedures 

During the interviews, it was revealed that for the procurement of DTSs, MDAs 

follow the processes embedded in the Procurement Act. As confirmed by a KII 

respondent; 

“We don't break rules in this Ministry. The procuring of DTSs starts by 

looking at the procurement plan which is submitted to the procurement 

planning committee at the beginning of the financial year. The 

procurement planning is headed by the Permanent Secretary and all the 

major directors of the user departments. They look at the procurement 

plan, synchronize it and align it with the approved appropriation and then 

submit to the Honorable Minister. The Minister looks at it and deliberates 

on it. When the budget is released, everything is realigned with the budget 

releases. After that, we go through the cycle of advertising and awards are 

given to the best bidders, irrespective of who they are, at least they are local 

companies and then the works are done and the job is completed, the 

payment is done”.

Another key informant noted that;

“…we are regulators, we see a lot of things…, for example, depending on a 

particular monetary threshold, the MDAs are not expected to award the 

UNSPECIFIED

ICST SOLUTIONS LIMITED

MESSRS POWERBUILD NIGERIA LIMITED

SCF INTEGRATED NIGERIS LIMITED

FESOL UNIQUE CONCEPTS NIG. LTD

EPHRAIM CONCEPT NIGERIA LIMITED

LIVIASOFT TECHNOLOGIES LIMITED

BLACKSTONES ENGINEERING LIMITED

SYNERCOM LIMITED

PHINET SYSTEMS LIMITED

N7.42B

N2.63B

N0.59B

N0.50B

N0.40B

N0.38B

N0.32B

N0.20B

N0.19B

N0.19B
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project without coming to us. We have to give them what is called a 

'certificate of no objection' to award the project. We see a lot of things and 

part of what we do is to check compliance. For some large projects like that, 

they must pass through us and we ensure that they must comply with the 

provisions of the Procurement Act before we give them approval”.

 Number of bids attracted per tender

On average, MDAs receive up to fifty (50) bids per tender for DTSs projects.

“…It depends on the kind of procurement. If it is the procurement of 

computers, that does not need expertise, we could have up to 100 bids. 

When we need something with a lot of expertise like networking, databases, 

etc., we may be talking about 20-30 bids. So, it all depends on the kind of 

procurement”. – KII respondent.

Another KII respondent noted that few bids are received for specialized projects;

“…if the system is highly specialized, the competition is limited. Using the E-

Procurement project as an example, which is an international competition, 

we got only 16 bids because of the specialized nature as it is not everyone that 

has that requirement but for other national bids, we get up to 50 bids”.

 Efficiency and effectiveness in procurement for DTSs 

During the research, it was revealed that the allocation of funds for DTSs 

procurement does not align with the priorities and plans of MDAs due to the 

inadequacy of funds. The amounts released for the procurement of digital 

technologies are usually not sufficient because it costs a lot of money to procure 

these technologies. When this happens, the procurement and/or deployment of 

these technologies are being delayed.

A key informant revealed:

“There is a need for you to understand government budgeting. For example, 

government budgeting says that the Ministry of Communications has 

N4Billion. You will have to prioritize all the Ministry's activities for that 

amount and definitely, you don't expect the chunk of the money to go to 

DTSs especially when you are competing with other departments, you may 
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not have access to it. So, what you do is to prioritize your digital technology 

project based on what they have allocated to you so that you can know how 

to spend it. With regards to that, the amount will not be enough. All you need 

to do is prioritize your projects”.

Another respondent noted:

“For me, I'd say maybe it is about priorities. We might ask for something in 

the budget and the government decides that perhaps it is not important 

then they may not be able to give us that. I think that it is also about 

budgeting, the Budget Office will have to look at the proposed budget and 

most of the time we don't necessarily get what we want, even when we get it, 

we don't necessarily get the releases of funds as at when due. So, I think it is 

about priority”.

 Professional competencies of Procurement personnel in MDAs

The COVID-19 pandemic exposed the need for capacity improvement of 

procurement personnel in Nigerian MDAs as most MDAs are yet to become 

accustomed with e-procurement because many of them are used to the paper-

based process of procurement. As confirmed by a CSO key informant;

“The Public Procurement Act (2007) had never been tested with emergency 

situations and last year was the first because of COVID-19 and the BPP issued 

a separate guideline on procuring in emergency and how procurement 

should be done to maintain a transparency and accountability standard in 

procurement and every other standard in place (value for money, etc.)”

It was observed that capacity building is an ongoing process in the MDAs and as 

technology keeps evolving, the personnel involved are expected to keep up with 

these changes. A KII respondent revealed that in terms of capacity to procure DTSs, 

“if you get the requirement gathering wrong, everything will be wrong, as well as 

the impact assessment and the end result, (that is, who is going to use the 

system)”. And because of the nature of the Nigerian civil service structure, a trained 

staff from one MDA can be transferred to another MDA thereby, creating a 

capacity gap.
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4.4   Source of funding for DTSs 

The source of funding for digital technology systems in Nigeria comes from the 

annual government budgets (budgetary allocations). The annual tax revenue is 

consolidated by the Federal Inland Revenue Service (FIRS) and it goes back into 

the government coffer which is added to other sources of revenue from other 

government agencies. This is how the government is able to fund the budget. 

Oftentimes, donor agencies such as the European Union (EU) and the World Bank 

donate specifically to fund some key projects within the government. Currently, 

the upcoming E-Procurement system and the national identity management 

system are being funded by the World Bank. Also, the government funded most of 

the software that was developed such as the Procurement Officers Management 

System which we use to grade procurement officers, the Conversion Management 

System which is a system used for registration for procurement conversion; 

Workflow which monitors our work to see how long things stay in our offices 

before they are been moved to the next level. Other software includes the 

Archiving System, the Nigerian Open Contracting Portal (NOCOPO), the 

Consultant, Contractors, and Service Providers Database (CCSP), and the Price 

Checker.

4.5  Safeguards to privacy, security and inclusion in 

        the procurement and use of DTSs

The proliferation of databases for citizens' information increases the opportunity 

for the misuse and abuse of such data by criminals and other third parties. 

However, with the ongoing registration of the National Identification Number 

(NIN) in the country, there is an attempt by the government to create a central 

database by linking the NIN with every other data collected by other government 

agencies and the private sector such as the sim cards, international passports, and 

the Bank Verification Number (BVN). Another attempt includes the Data 

Protection Bill which is currently undergoing review by the National Assembly and 

once it is passed, it will create the Office of the Independent Data Protection 

Commissioner.

 Institutional mechanisms that protect data collected 

through DTSs
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There are policies currently put in place to protect the data collected through the 

DTSs such as; the 1999 Constitution of the Federal Republic of Nigeria (as 

amended), the National Information Technology Development (NITDA) Act (2007), 

the Nigeria Data Protection Regulation (NDPR) (2019), the Cybercrimes Act (2015), 

and the Digital Rights and Freedom Bill (2016) Other laws such as the Electoral Act 

(2010) and the Nigerian Copyright Act (2004) provide protection against the 

misuse or abuse of individuals' data. As confirmed by a policy expert (KII 

respondent); 

“NITDA is an agency under the Ministry of Communications and Digital 

Economy…that has a set of protocols which has been put in place to ensure 

data protection. There have been reports of abuse by some bodies, people 

have complained that their data has turned up in places that they were not 

aware of, particularly with information provided to financial exchange 

organizations. We believe that the Data Protection Bill, when passed into 

law, and the Office of the Independent Data Protection Commissioner, will 

start to address this….”

 Existing laws, policies and regulations governing use of DTSs

Where there are laws, there are bound to be sanctions. With the existing laws and 

policies, KII respondents confirmed that these laws and policies have sanctions 

put in place for the abuse and misuse of data. Laws such as: “the Official Secrets Act 

which civil servants have to sign up to when they are employed so that they will not 

release government information” – KII respondent.

Another respondent confirmed that the NDPR (2019) and the Cybercrimes Act 

(2015) have sanctions embedded in them;

“Under NITDA's Data Protection Policy/Guideline 2019, there are sanctions. 

I will call it civil sanctions not criminal sanctions because it is more civil. The 

offender is subjected to pay 2% of the annual gross revenue of the 

preceding year or N10 million where the data controller is dealing with 

more than 10 million data subjects and perhaps leads to the data breach or 

infringement of privacy. If the person is dealing with less than 10 million 

data subjects, he will just 1% of the annual gross revenue of the previous 

year or pay N2 million. These things like I said are just civil sanctions and are 

 Sanctions for data misuse
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not comprehensive enough, there need to be criminal sanctions against 

this.

When you look at the Cybercrimes Act of 2015, almost every sanction there 

is criminal in nature. It actually provides a range of sanctions around 

malicious breach and transmission of data. But like I said, it mostly speaks 

to service providers like the telecommunications companies, it does not 

speak to the generality of companies. But one thing is to have these 

sanctions and another thing is to implement”.

A CSO KII respondent noted that MDAs such as NIMC and INEC have sanctions 

embedded in their policies as well as the Copyright Law;

“For example, I know that for the NIMC, if anyone uses the system to falsify 

records of individuals or use the system in a way that is not authorized by 

the government, this attracts, I think, 7-year imprisonment. The Copyright 

Law talks about the abuse of intellectual property by individuals and it 

spells out sanctions and penalties of 5-15years of sentencing. The Electoral 

Law punishes individuals who use the smartcard reader to distort the 

votes of persons and leads to the abuse of the voting process. There are 

penalties and sanctions that INEC laid down for their ad hoc staff and 

employees. The sanctions are in place but we need to do more. It is not just 

having the Laws, people need to be aware of them and also know the 

consequences of the Laws and people also need to know that there are 

sanctions to be paid for their crimes”.

In Nigeria, there is more focus on the crime that was committed then on the rule 

that was infringed upon to solve that crime. This however makes the sanctions less 

stringent. Violation of different rules are defined in the Federal Civil Service rule 

and have been categorized to misconducts (grave, serious, etc.) and this could lead 

to suspension up to dismissal depending on the gravity of the offence. The 

government refers to the Federal Civil Service rule in whatever it does. Some MDAs 

have signed the Oat of Secrecy Act and anyone who flouts the rules/laws receives 

the consequences. When it comes to individuals outside the government officials, 

it has to do with the interpretation of the constitution. From the interpretation of 

the constitution, sanctions can be deduced for any offence relating to DTSs. 

Many Nigerian citizens, however, are unaware of the DTSs that are being procured, 

the laws and policies guiding the use of DTSs as well as the sanctions embedded in 

them, and if they come across these sanctions, they may be overlooked.
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The laws policies are guides to follow and they have sanctions embedded in them 

but when the policies which are not binding by law are being been violated, it will 

be hard for the sanctions to be effectively implemented. But sanctions within the 

laws can be effectively implemented. 

The sanctions play a part in discouraging investments by the private sector. As a 

private investor, a person thinks about making profit, if there is a way that the DTSs 

will increase his/her revenue, and if using the DTSs might eventually lead to 

sanctions, he/she might be reluctant to put forward their investments. Depending 

on the stringency of the sanction, it plays a part in whether the private sector will 

be willing to invest or not.

 The effect of the sanctions on private sector investment

Every country has its own laws and anything that violates the integrity of a country 

cannot be allowed and as a result of this, the sanctions are not aligned to regional 

and international frameworks. And as confirmed by a respond;

“It is a borderless issue and it has always been a problem. Cybersecurity is a 

borderless issue. The sanctions are not aligned because even when you come 

to litigation, there are issues presenting exhibits and sometimes they are not 

acceptable. It is of recent that they started admitting electronic exhibits in 

the courts of law. The only way to it is for the agencies responsible to continue 

to put in stringent measures on the infrastructures. But when it comes to 

international alignment, it is neither a yes or a no because every country has 

its own laws guiding operations of DTSs.”

 The alignment of sanctions to regional and international 

frameworks
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4.6  Private Sector involvement in the supply of 

        DTSs to government

There is a belief that Public-Private Partnerships (PPPs) play a fundamental role in 

the funding of social development projects or programs. However, the risks 

outweigh the benefits in the sense that the government is at the receiving end of 

the risks because in the history of PPPs between government and the private 

sector in Nigeria, quite often there is a mismatch in terms of skills and expertise 

and the government is almost always at a disadvantage because of a lack of 

expertise or a lack of resources.

“Take a legal agreement for instance, if a private company want to sign an 

agreement with government, they come to the table with 10 Senior 

Advocates, government comes with an Assistant Director whose wig 

allowance has not being paid for the last 3 years and who has not gone on any 

course on PPPs, all it needs is for the private sector to give them some sort of 

incentives and they will sign away government's rights. So, there is that issue 

that the government is almost always at a disadvantage because of a lack of 

expertise or a lack of resources. The effect of that is that government is very 

cautious as they always think that the private sector is out to cheat them and 

the private sector on the other hand, thinks that there are certain things they 

know about the government, such as not paying on time, they can come 

tomorrow and alter the contract if the government changes so they build in 

another 50% contingency just to protect themselves”. – KII respondent.

An MDA respondent stated that:

“Some of the risks are all these technical loopholes that by the time you go through 

the documents properly, you will see that some of these legal technical knowhows 

are deficit in all these international contracts and by the time you get into it, you 

will realize that there are certain issues in there that were not foreseen and then it 

becomes a challenge. That is always a challenge in regards to PPPs agreements. In 

most PPP agreements, it is always the government at the receiving end because 

the private people will always shortchange the government knowing that most 

government agencies don't have the technical knowhow and even if they have the 

technical knowhow, some of them are compromised”.

Some respondents believe that these risks are associated with 'the Nigerian factor' 

as PPPs have worked elsewhere in the world except in Nigeria.

 The effect of the sanctions on private sector investment

35



“In Nigeria, it is not very effective as we have seen many cases of controversies with 

that. It is a good thing, even in the UK most of their projects are PPPs, so I think we 

have to look at the peculiarities of our environment and see why we are not getting 

it right and see if we can re-strategize”. – KII respondent.

4.7  Survey Findings on Procurement and

        Deployment of DTSs

Below are the findings from the survey conducted on the procurement and 

deployment of DTSs.

From the chart above, 46.3% of the respondents fall within the ages of 20-30 years, 

35.7% of the respondents fall within the ages of 31-40 years, 10.6% fall within the 

ages of 41-50 years, 6.3% fall within the ages of 51-60 years, while 1.1% fall within 60 

years and above.

Age
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Figure 4: Respondents’ highest level of  education
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Figure 5: Respondents’ employment status 
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Respondents' Employment Status

According to the chart above, the respondents highest level of education includes; 

Bachelor degrees (36.6%), secondary O'level (22.3%), University Diploma (14.0%), 

Post-Graduate Diploma, Masters, PhD (10.0%), University Certificate (6.6%), primary 

education (3.1%), and secondary A'level (2.6%). Other forms of education include 

Arabic education (0.6%), while 4.3% of the respondents have no formal education.

From the above chart, 38.0% of the respondents own informal businesses, 22.0% 

are not employed, 18.0% are formally employed in the private/ non-governmental 

sector, 11.0% are employed in the informal sector, while 11.0% are formally employed 

in the public sector.

37

Based on the above chart, 62.3% of the survey respondents are female, while 

37.7% of the respondents are male.



 Place of residence  

The above chart shows that 69.7% of the respondents reside in the urban area, 

24.3% of the respondents reside in the peri-urban area, while 6.0% of the 

respondents reside in the rural area.

The above chart shows that 57.7% of the respondents are single/never married, 

37.7% of the respondents are married/living together, 2.9% of the respondents are 

widowed, while 1.7% of the respondents are divorced.
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4.7.2.  Knowledge on procurement of DTSs 

From the chart above, to facilitate security, citizenship, effective and efficient 

delivery of public service, 75.4% of the respondents agree that facial recognition 

technologies (CCTV cameras) are being procured in government agencies, 73.2% 

of respondents agree that biometric technologies are being procured, 50.0% of the 

respondents agree that digital technology systems are being procured, while 1.1% 

of the respondents agree that artificial technologies are being procured in 

government MDAs.
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4.7.3  Perceptions on government's procurement of 

DTSs (purpose and justification of procurement) 

The above chart shows the respondents' perceptions on the purpose of the 

government's procurement of digital technology systems. A large number of the 

respondents (73%) think that DTSs are procured to promote security, 65% of the 

respondents think DTSs are used to promote safety, 57% of the respondents think 

that DTSs are used for person identification, 43% of the respondents think that 

DTSs are used for efficient service delivery, 30% of the respondents think that DTSs 

are used to promote citizenship, 24% of the respondents think that DTSs are used 

to promote democracy, 22% of the respondents think that DTSs are used to 

monitor political activities, while 1% of the respondents think that DTSs are used for 

effective communication, IPPIS, and National Youth Service Corps (NYSC) monthly 

inspection.

OTHER

MONITOR POLITICAL ACTIVITIES

PROMOTE DEMOCRACY

PROMOTE CITIZENSHIP
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24%

30%

43%

57%

65%

73%

Purpose/need of government procurement/purchase of the digital technology systems
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From the chat above, 2% of the respondents strongly disagrees that the 

government is justified to procure DTSs, 3% of the respondents disagrees that the 

government is justified to procure DTSs, 24% of the respondents neither agree nor 

disagree that the government is justified to procure DTSs, 40% of the respondents 

strongly agrees that the government is completely justified to procure DTSs, while 

31% of the respondents agrees that the government is completely justified to 

procure DTSs in Nigeria.

Perception on government's justification to procure digital technology systems

4.7.4 Knowledge of institutions that deploy/manage

of DTSs

30 
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According to the chart above, 53% of the respondents agree that the Defense 

Intelligence Agency deploys and manages DTSs, 50% of the respondents agree 

that the Federal Ministry of Communications and Digital Economy deploys and 

manages DTSs, 49% of the respondents agree that NIMC deploys and manages 

DTSs, 41% of the respondents agree that the Federal Ministry of Science and 

Technology deploys and manages DTSs, 36% of the respondents agree that INEC 

deploys and manages DTSs, 34% of the respondents agree that the Nigeria Police 

deploys and manages DTSs, 16% of the respondents agree that the States' Houses 

of Assembly deploys and manages DTSs, 11% of the respondents agree that the 

Federal House of Assembly deploys and manages DTSs, 10% of the respondents 

agree that the Ministry of Interior deploys and manages DTSs, while 1% of the 

respondents agree that NITDA deploys and manages DTSs.

4.7.5 Knowledge of the procurement processes for 
DTSs (Advertising, Opening in the presence of 
bidders & Disclosure of winners)

From the above chart, during DTSs procurement, 43% of the respondents agree 

that government sometimes adheres to open bidding/contracting, 41% of the 

respondents said that they do not know if the government adheres to open 

bidding/contracting, 10% of the respondents agree that government does not 

adhere to open bidding/contracting, while 6% of the respondents agree that 

government always adheres to open bidding/contracting. 

Adherence to open bidding/contrac�ng in the procurement/purchase of digital technology
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The chart above shows the respondents' knowledge on the process of 

procurement of DTSs. 60% of the respondents agree that the procurement of DTSs 

involves advertising while 40% of the respondents do not agree that the 
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procurement of DTSs involve advertising. 48% of the respondents agree that DTSs 

procurement involves opening in the presence of bidders while 52% of the 

respondents do not agree that DTSs procurement involve opening in the presence 

of bidders. Furthermore, 50% of the respondents agree that DTSs procurement 

involves disclosure of winners while 50% of the respondents do not agree that DTSs 

procurement involves disclosure of winners.
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4.7.6 Knowledge of Laws and policies that relate to

procurement of DTSs

The survey chart above shows that 47% of the respondents are not aware of any 

laws and policies that guide DTSs procurement, 47% of the respondents are 

somewhat aware of the laws and policies that guide DTSs procurement, while 6% 

of the respondents are fully aware of the laws and policies that guide DTSs 

procurement

4.7.7 Perception on why Government procures
DTSs (Extent to which procurement of DTS is
known to be for public benefit)

Level of awareness on laws and policies that guide  procurement of digital technologies

Percep�on on the government's use of Digital technologies (purchased/bought) for public benefit
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Form the chart above, 5% of the respondents strongly disagrees that DTSs are 

procured for public benefit, 14% of the respondents do not agree that DTSs are 

procured for public benefit, 21% of the respondents neither agree nor disagree that 

DTSs are procured for public benefit, 19% of the respondents strongly agree that 

DTSs are procured for public benefit, while almost half of the respondents (41%) 

agree that DTSs are procured for public benefit.

48



Based on the above chart, on if the value/benefits of the DTSs procured are often 

worthy of the cost incurred by the government, 25% of the respondents strongly 

disagree, 10% of the respondents disagree, 17% of the respondents neither agree 

nor disagree, 15% of the respondents strongly agree, while 33% of the respondents 

agree.

The value/benefits of digital technologies procured are o�en worthy of the cost incurred by the government
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From the chart above, 7% of the respondents strongly disagree that DTSs are used 

by the government to monitor the activities of CSOs, opposition parties and 

individuals, 5% of the respondents disagree that DTSs are used by the government 

to monitor the activities of CSOs, opposition parties and individuals, 23% of the 

respondents neither agree nor disagree that DTSs are used by the government to 

monitor the activities of CSOs, opposition parties and individuals. Furthermore, 

23% of the respondents strongly agree that DTSs are used by the government to 

monitor the activities of CSOs, opposition parties and individuals, while 42% of the 

respondents agree that DTSs are used by the government to monitor the activities 

of CSOs, opposition parties and individuals.

Percep�on on if digital technology systems are o�en used by the government to monitor ac�vi�es of
civil society, opposi�on par�es and/or individuals
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4.7.8 Knowledge of Government disclosure of 

information regarding procurement of DTSs

Government's disclosure of all the necessary informa�on regarding the procurement/purchase 
of digital technology systems 
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On if the government discloses the necessary information regarding the 

procurement of DTSs, the chart above shows that 30% of the respondents strongly 

disagree, 19% of the respondents disagree, 24% of the respondents are neutral 

(neither agree nor disagree), 4% of the respondents strongly agree, while 23% of 

the respondents agree.
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4.7.9 Respondents' rating of transparency in
government procurement for DTSs (whether
interested bidders have equal chances)

On if the Nigerian government is transparent in the procurement of DTSs, the 

above chart shows that 30% of the respondents strongly disagree, 21% of the 

respondents disagree, 32% of the respondents neither agree nor disagree, 3% of 

the respondents strongly agree, while 14% of the respondents agree.

Government procurement of digital technologies is o�en transparent in my country
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On if all bidding companies have equal chances in the procurement of DTSs in 

Nigeria, the above chart reveals that 31% of the respondents strongly disagrees, 

26% of the respondents disagrees, 27% of the respondents neither agree nor 

disagree, 3% of the respondents strongly agrees, while 13% of the respondents 

agrees.

All bidding/compe�ng companies have equal chances during the procurement of digital technology
systems in Nigeria
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4.7.10 Privacy of citizens in the use of DTSs

On whether the government protects the privacy of citizens in the use of DTSs, the 

chart above show that 10% of the respondents strongly disagree, 14% of the 

respondents do not agree, 23% of the respondents neither agree nor disagree, 14% 

of the respondents strongly agree, while 39% of the respondents agree.

Government highly protect the privacy of ci�zens in the use of digital technology systems
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4.7.11 Human Rights in the use of DTSs

On if the Nigerian government uses DTSs to promote human rights, the above 

chart shows that 4% of the respondents strongly disagree, 8% of the respondents 

disagree, 18% of the respondents neither agree nor disagree, 35% of the 

respondents strongly agree, while 35% of the respondents agree.
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4.7.12 Respondents' opinions on whether government 
adheres to existing laws and policies in procurement
of DTSs 

On if the government adheres to existing laws and policies in the procurement of 

DTSs, the chart above reveals that 7% of the respondents strongly disagree, 19% of 

the respondents disagree, 57% of the respondents neither agree nor disagree, 3% 

of the respondents strongly agree, while 15% of the respondents agree.

On if the existing laws and policies are supportive and sufficient to ensure 

transparent procurement of DTSs in Nigeria, 5% of the respondents strongly 

disagree, 15% of the respondents do not agree, 54% of the respondents neither 

agree nor disagree, 7% of the respondents strongly agree, while 19% of the 

respondents agree.

Percep�on on if the government's procurement of digital technologies strictly adheres to the 
exis�ng laws and policies

Percep�on on if the exis�ng laws and policies are suppor�ve and sufficient to ensure transparent
procurement of digital technologies in Nigeria
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4.7.13 Level of disclosure of procurement plans
and budgets

On whether the government's procurement of DTSs promotes the disclosure of 

procurement plans, budgets and outcomes, the chart above shows that 29% of the 

respondents strongly disagree, 15% of the respondents do not agree, 30% of the 

respondents neither agree nor disagree, 7% of the respondents strongly agree, 

while 19% of the respondents agree.

Percep�on on if the government's procurement of Digital Technology Systems promotes accountability in 
that the procurement plans and budgets as well as the outcomes are openly disclosed.
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4.7.14 Public Expectations DTSs
procurement practices

On the suggestion for local companies to be given equal chances to supply DTSs, 

the above chart shows that 3% of the respondents strongly disagree, 1% of the 

respondents disagree, 3% of the respondents neither agree nor disagree, 68% of 

the respondents strongly agree, while 25% of the respondents agree.

For the expression of interest to be advertised and potential bidders to be given at 

least 30 days to submit their bids, the above chart shows that 2% of the 

respondents strongly disagree, 1% of the respondents do not agree, 12% of the 

respondents neither agree nor disagree, 60% of the respondents strongly agree, 

while 25% of the respondents agree to this statement.

Local companies should be given equal chances to supply digital technologies.

The call for expression of interest should be adver�sed and poten�al bidders should be given at
least 30 days to submit their bids.

59



For all DTSs procurement information to be provided to the public using different 

means of communication, the chart above shows that 1% of the respondents 

strongly disagree, 1% of the respondents disagree, 6% of the respondents neither 

agree nor disagree, 68% of the respondents strongly agree, while 24% of the 

respondents agree to this statement.

On the suggestion for the government to unify all information into one database, 

the above chart shows that 4% of the respondents strongly disagree, 11% of the 

respondents disagree, 25% of the respondents neither agree nor disagree, 36% of 

the respondents strongly agree, while 24% of the respondents agree to this 

statement.

All informa�on regarding procurement of digital technologies should be provided to the public using 
different means of communica�on.

Government should unify all iden�ty informa�on into one database.
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On the suggestion to create a National Identification Authority with the sole 

purpose of collection and regulation of personal data, the above chart shows that 

6% of the respondents strongly disagree, 10% of the respondents do not agree, 23% 

of the respondents neither agree nor disagree, 35% of the respondents strongly 

agree, while 26% of the respondents agree.

On the suggestion to create public awareness about the purpose/ need for DTSs, 

1.4% of the respondents strongly disagree, 0.4% of the respondents disagree, 5.7% 

of the respondents neither agree nor disagree, a large number of the respondents 

(66.1%) strongly agree, while 26.4% of the respondents agree. 

Government should create one Na�onal Iden�fica�on Authority with the sole purpose of collec�ng and
regula�on of personal data.

Percep�on on if government should create public awareness about the purpose/need of digital
technology systems.
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On the suggestion of DTSs to be used for public security, the above chart shows 

that 4% of the respondents strongly disagree, 4% of the respondents do not agree, 

12% of the respondents neither agree nor disagree, 48% of the respondents 

strongly agree, while 32% of the respondents agree.

On if government should use DTSs to monitor the activities of opposition political 

parties and/or individuals, 22% of the respondents strongly disagree, 14% of the 

respondents do not agree, 19% of the respondents neither agree nor disagree, 14% 

of the respondents strongly agree, while 31% of the respondents agree.

Percep�on on if government should use digital technologies only for public benefit e.g. public security

Percep�on on if government should use digital technologies to monitor ac�vi�es of opposi�on
poli�cal par�es and/or individuals.
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On if the government should make DTSs procurement process more transparent, 

1.1% of the respondents strongly disagree, 0.4% of the respondents do not agree, 

3.6% of the respondents neither agree nor disagree, 63.9% of the respondents 

strongly agree, while 31% of the respondents agree.

On whether the data collected by DTSs is not abused/misused, 5% of the 

respondents strongly disagree, 27% of the respondents disagree, 6% of the 

respondents neither agree nor disagree, 14% of the respondents strongly agree, 

while 48% of the respondents agree.

Percep�on on if the government should make the procurement process of Digital Technologies
more transparent.

Percep�on on if data collected by Digital Technology Systems is not abused/misused
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On if there should be an independent regulator to prevent abuse of data collected 

by DTSs, the above chart shows that 3% of the respondents strongly disagree, 1% of 

the respondents disagree, 13% of the respondents neither agree nor disagree, 55% 

of the respondents strongly agree, while 28% of the respondents agree.

Percep�on on the need for an independent regulator to prevent abuse of data collected by
Digital Technology Systems.
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5.  CONCLUSIONS

This research examined the Nigerian citizens' awareness and perception of the 

government's procurement and investment in digital technology systems as well 

as its effect on citizens' rights. The findings revealed the following;

Each MDA is saddled with various responsibilities such as ensuring national 

security, management and regulation of the different identity databases (national 

identity, driver's license, international passports), fraud management, voter's 

regulation and election management, procurement management, etc., and these 

digital technologies are used to ensure effective and efficient service delivery.

Citizens are not aware of the procurement and use of DTSs as well as 

the procurement process. 

During the research process, it was observed that the citizens, especially those in 

the rural and peri-urban areas, are not aware of the government's procurement 

and investment in DTSs. Most of these citizens do not have access to technologies 

to access government information. Citizens including those located in the urban 

areas are not aware of the laws and policies that guide the procurement and use of 

DTSs. 

Although the government MDAs follow the procurement process as 

stated in the Public Procurement Act (PPA) 2007 when procuring 

DTSs, 

there are no specific laws that relate to DTSs procurement. The absence of laws for 

procurement and use of DTS meant that in the face of the pandemic the 

government had to develop emergency laws and protocols which had gaps. There 

was not enough time to develop emergency laws and protocols in some instances, 

leaving the procurement and use of DTSs to individual discretion. This however led 

to errors in the procurement of some DTSs. 

Digital technologies are procured by the various government agencies 

to improve the delivery of their various functions. 
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 such as services or items of high-level security that are being procured as well as 

considering the availability of competent service providers who have the skill and 

security clearance to take on the work. In such situations, these contracts are not 

advertised like the other types of government contracts and MDAs opt for the 

selective tendering method where service providers are selected based on 

competence and clearance and given such contracts. DTSs budget and 

procurement plans are not always available to the public as this information is 

expected to be available on the public procurement platform - the Nigeria Open 

Contracting Portal (NOCOPO) - for public access. Most of this information is 

however missing from the platform. Also, during the procurement process, the 

CSOs are expected to be present during the opening of bids, but that is not always 

the case as most times, CSOs are not invited to the bid opening processes.

There are existing laws and policies that relate to the use of DTSs 

however, these laws are not comprehensive. 

Every law and policy in Nigeria is sourced from the 1999 Constitution of the Federal 

Republic of Nigeria but these laws are not all-inclusive as to the generality of the 

use of DTS, data privacy and protection. The data protection provisions in the 

Cybercrime Act and the Nigerian Communications Act are limited to 

telecommunications companies and internet service providers but not the 

generality of companies and MDAs that deal with data. Also, the NDPR is a mere 

policy and cannot be enforced in a court of law.

DTSs procurement processes are not always open and this depends 

on the kinds of services or items that are being procured 

The Ministry of Defence is currently developing a Defence Procurement 

Act for DTSs. 

Section 15 of the PPA (2007) states that the provision of the Act shall not apply to 

procurement of special goods, works and services involving national security, 

security services, unless the approval of President is being sort and obtained. The 

PPA guides all forms of procurement in the country but is not applicable to 

procurement relating defence and security matters and in view of this, the Ministry 

of Defence is in the process of developing a Defence Procurement Act for DTSs. 

This Act will guide the procurement and use of DTSs for all security MDAs.

66



With the unification of all databases, digital and policy experts are pushing for a 

new law, the Data Protection Bill, which will create an identification management 

authority – the Office of the Independent Data Protection Commissioner – who will 

be responsible for the collection and regulation of personal data, because the 

proliferation of databases for citizens information increases the opportunity for 

illegal access to citizens' information and personal data.

Findings indicate that the government's directive of linking NIN's with 

every other identity database is an attempt to unify all identification 

information into a central database. 
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6.  RECOMMENDATIONS

Based on the above findings, the following recommendations were proffered;

The Defence Procurement Act that is being developed by the 

Ministry of Defence, when completed, should be passed into law as 

this will guide all forms of DTSs procurement. In the face of the 

pandemic, MDAs experienced issues like delayed procurement and 

wrongful procurements due to errors and inaccuracy in the 

specifications. However, with the development of the Defence 

Procurement Act for DTSs, the government can be better prepared 

especially in such situations. Also, there are security implications of 

DTSs use and procurement and if these issues are not succinctly 

highlighted, the need for the Law may not be appreciated thereby 

allowing the government to address the issues of data security, 

integrity, protection, and privacy.

The Nigerian government should prioritize data privacy and 

protection by amending the existing laws that relate to the use of 

DTSs to ensure that the procurement and use of DTSs do not infringe 

on the rights of citizens, thereby ensuring adequate protection of 

citizens' privacy and personal data. These amendments could be in 

collaboration with policy experts and CSOs. 

The Nigerian government should prioritize data privacy and 

protection by amending the existing laws that relate to the use of 

DTSs to ensure that the procurement and use of DTSs do not infringe 

on the rights of citizens, thereby ensuring adequate protection of 

citizens' privacy and personal data. These amendments could be in 

collaboration with policy experts and CSOs. 
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The Nigerian government should ensure that the DTSs budgeting 

and procurement information is proactively published on the 

NOCOPO as much of this information is not available to the public. This 

is seen in situations where procurement information is requested from 

the MDAs, many MDAs refer requesters to the NOCOPO but the 

procurement information is not updated on the portal which is also not 

user-friendly. Also, the government should ensure that CSOs are always 

involved in the bidding processes to promote transparency in the 

procurement process.

The government should strengthen the scrutiny of procurement 

processes by partnering with CSOs to create awareness to citizens so 

that they will be better informed about the needs and benefits of DTSs 

investment, the associated risks and mitigation measures as well as the 

existing laws to help citizens be aware of their rights to privacy and data 

protection. With low awareness, there is limited public scrutiny of the 

procurement and deployment of DTS despite the high risk of 

corruption associated with them. This effort will encourage the citizens' 

support of the government in its effort in e-governance.
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